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Abstract

In mobile Ad hoc networks, the topology of the network
is constantly changing as nodes move in and out of each
others range, breaking and establishing links. TCP per-
forms poorly in such networks because packets that are lost
due to path disconnections trigger TCP’s congestion avoid-
ance mechanisms. In this paper, we investigate the effect of
preemptive routing protocols, where an alternative path is
found before an actual disconnection occurs, on the perfor-
mance of TCP. Preemptive routing should perform well for
TCP traffic because it reduces the delays caused by TCP’s
unnecessary use of congestion avoidance when paths break.
We observe this behavior under some, but not all scenar-
ios. Specifically, it appears that when the network is satu-
rated, the additional traffic introduced by preemptive rout-
ing causes small degradation in performance. In the analy-
sis process, we encountered an unfairness problem resulting
from interaction between the routing protocol and the MAC
layer under multiple continuous transmission cases. Simi-
lar unfairness problems were encountered by other studies
— however, the observations of those studies related those
problems to the number of hops, and not the routing effects
as we observed. This motivates the study of fairer wireless
MAC protocols for multi-hop and ad hoc networks.

1 Introduction

Since TCP was designed for wired networks, it assumes
that packet losses are due to congestion. Therefore, when a
packet is lost, TCP applies “congestion avoidance” mecha-
nisms and slows its transmission rate (by reducing the con-
gestion window and exponentially backing off its retrans-
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mit timers [12]). Unfortunately, this causes TCP to per-
form poorly in wireless environments where packet losses
due to transmission errors are frequent (even without con-
gestion) [2, 3]. In addition, in a mobile last-hop environ-
ments, packets can be lost due to hand-offs as a mobile
node moves out of range of a base station and into the range
of another [5, 91; packets lost during such transitions also
initiate TCP’s congestion avoidance. Several researchers
have addressed optimizing TCP in wireless last-hop envi-
ronments [2, 5, 9, 25].

In mobile ad hoc networks, the network topology is in
continuous flux — existing paths are broken and new paths
are made as the nodes move. Thus, the losses due to mo-
bility (as a hand-off to a new path from an expired one oc-
curs) are more frequent than those in last hop wireless en-
vironment. These losses can cause significant degradation
of TCP performance especially if the mobility is high [11].
Since the routing algorithm is responsible for finding paths
between communicating nodes, it has a direct influence on
the frequency of packet losses due to mobility.

Routing in ad hoc network is a challenging problem that
has received wide interest [10, 13, 15, 18, 19, 20, 21, 23].
In existing protocols, an alternative path is sought only af-
ter the current active path fails. The delay required to de-
tect a path fajlure is very high in comparison to typical
packet latencies (several retries have to time-out before a
path is “pronounced dead”). Elsewhere {8], we investigated
adding preemptive maintenance to ad hoc routing proto-
cols by finding alternative paths when a link is in danger of
breaking. Adding preemptive maintenance to the Dynamic
Source Routing Protocol (DSR) [15] and the Ad Hoc On
Demand Distance Vector Protocol (AODV) [20] resulted in
a drastic reduction in the number of broken paths for Con-
stant Bit Rate scenarios (uniform UDP traffic) and improved
the overall latency and jitter of the packet delivery. In this
paper, we investigate the effect of using preemptive routing



on the performance of TCP in ad-hoc networks. Since the
preemptive approach reduces the number of broken paths
substantially, the number of lost packets due to mobility is
significantly reduced. There is reason to believe that pre-

_emptive routing will benefit the performance of TCP by
avoiding unnecessary congestion avoidance due to packets
dropped when a path is broken. We study the effect of dif-
ferent levels of preemptive maintenance on the performance
of several TCP traffic scenarios (telnet, ftp and http) and dif-
ferent mobility patterns.

The remainder of this paper is organized as follows. Sec-
tion 2 overviews preemptive routing. Section 3 overviews
TCP’s congestion avoidance mechanisms and their effect on
the performance of wireless networks. Section 4 presents a
simulation study of TCP using preemptive DSR for differ-
ent traffic scenarios. Finally, Section 5 presents some con-
cluding remarks.

2 Preemptive Routing

In traditional routing algorithms, a change of path oc-
curs when a link along the path fails. A link failure is costly
since: (i) multiple retransmissions/timeouts are required to
detect the failure; (ii) a new path must be found (in on-
demand routing). Since paths rarely fail in wired networks,
this is not an important cost. Routing protocols in mobile
ad-hoc networks follow this model despite the significantly
higher frequency of path disconnections that occur in this
environment.

Existing ad-hoc routing protocols can be classified into
two categories: Table-driven (proactive) algorithms main-
tain information about the links for all the network while
Source initiated on-demand (reactive) protocols initiate a
route discovery when a path to a destination is needed (to
establish a new flow, or because the current path is bro-
ken). On demand protocols might experience delays to
discover a path when one is needed. However, the traf-
fic overhead is less than Table-driven algorithms where
many of the updates are for unused paths {4, 14]. Many
routing protocols have been suggested, including proactive
(e.g.,16, 13,17, 19, 21}), reactive (e.g., [15, 18, 20}) and hy-
brids (e.g., [10]). In both types of protocol, recovery from a
broken path is initiated only after a path is broken.

A preemptive routing algorithm initiates recovery action
early by detecting that a link is likely to be broken soon and
finding and using an alternative path before the cost of a link
failure is experienced. More specifically, the algorithm con-
sists of two components: (i) detecting that a path is likely
to be broken soon (and informing the source); and (ii) find-
ing a better path and switching to it before the active path
breaks. Reducing the number of broken paths improves the
average latency and jitter of the packets (fewer packets are
dropped/delayed because of path disconnections).
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Preemptive Region

“safe” range

Figure 1. Preemptive Region

Ideally, a preemptive route rediscovery should complete
before the path is broken; the nodes would then seamlessly
switch to a new path with no “dead-time”. Thus, depending
on the velocities of the mobile nodes, a warning should be
generated when the distance between them approaches the
transmission range. A preemptive region of width w can
be derived by relating the average node velocities to an esti-
mate of the recovery time. Figure 1 demonstrates a preemp-
tive region around a source. As node C in the figure enters
this region, the signal power of received packets from the
source A falls below the preemptive threshold, generating a
warning packet to A. A initiates route discovery action, and
discovers a route through D; A switches to this route avoid-
ing the failure of the path as C moves out of direct range of
A.

In [8] we related w to the signal power of the received
packets. More specifically, if the signal power falls below
a preemptive threshold, the receiver concludes that it has
entered the preemptive region. The estimate of the packet
power level must be immune to transient power fluctuations
due to fading and/or multi-path effects [22]. This is accom-
plished by initiating a number of null message exchanges
across a hop where a packet is received below the preemp-
tive warning (at a minimum, checking the warning packet
power level resulting in 2 checks).

The preemptive ratio () is the ratio of the preemptive
threshold to the minimum detectable power:

P
§ = Pthreshold _ (range—w)*
P
range?

range 4

=( (1)

Prange (Tange - w) ’

WaveLAN cards have a range of 200 meters in open en-

vironments in the 2.4GHz band [1]. The preemptive ratio

for a preemptive region of width 4 meters is (E%’—_‘Z—ﬂ)“



1.08. This value corresponds to a preemptive threshold of
1.08Prange = 3.96 - 10710 Watts. If a packet is received
with a signal power below this value, a warning is gener-
ated.

3 TCP in Ad hoc Networks

In addition to transmission errors at the link level, Ad
hoc environments also suffer “path breaks” due to node
mobility. When packets are lost due to either of these
reasons, there is no need to initiate a congestion avoid-
ance/control procedure. Unfortunately, TCP invokes the
congestion avoidance/control procedures on any lost packet.
Thus, a path break leads to under-utilizing the bandwidth
due to the following reasons:

(1) When packets are lost, the re-transmission timers are
exponentially backed off as part of the standard congestion
avoidance procedures implemented in TCP. Upon a path
break, the source initiates a route discovery. If a route is
found (i.e., a reply is received in response to the route-
query) just when TCP has entered a long re-transmit back-

off period, no packets will be sent until the back-off is com-

plete.

(2) In response to packet losses, TCP «drops its conges-
tion window (which determines how fast packets can be
sent). In most TCP implementations, the window size can
be dropped to one segment and the slow start mechanism
invoked. This effect can be seen in Figure 2.

Avoiding path breaks prevents TCP from invoking con-
gestion avoidance, which in turn prevents losses due to ei-
ther of the above mechanisms. Preemptive routing signifi-
cantly reduces the number of path breaks, and hence should
lead to better TCP performance. Note that if a path break
cannot be avoided, then it is still possible to minimize the
effect of both the above mechanisms using other mecha-
nisms [9, 11].

4 Experimental Study

The Dynamic Source Routing (DSR) protocol [15] was
modified for preemptive maintenance (we call this version
PDSR). In DSR, each packet carries a full route to the des-
tination in its header (specified by the source). The route is
obtained by a route discovery process: when a node has a
packet to send with no path available to the destination, it
broadcasts a route-request. The route-request is propagated
until it reaches the destination node — at that stage, the des-
tination reverses the route taken by the request packet and
sends the discovered route to the sender.

In modifying DSR the following changes were made: (i)
a preemptive route warning is generated when a packet is re-
ceived with signal power lower than the preemptive thresh-
old. When the warning is received by the source it initiates

a route request; (ii) route-requests are propagated only if
they are received with a signal power above the threshold
(thus, only paths where every link is above the preemptive
threshold are discovered); and (iii) a new path received in
reply to a preemptive discovery is used immediately when
it is received. In addition, because of problems with stale
paths in the DSR caching scheme (as was noted by other
studies [11, 16]) DSR caches were disabled (only one ac-
tive path maintained).

The NS-2 network simulator was used for the study, with
CMU Monarch mobility extensions (some ad-hoc routing
protocols; an implementation of IEEE 802.11 and a radio
propagation model). NS-2’s radio model was modified to
introduce fading roughly according to a Rayleigh distribu-
tion including deep fades of up to 20dB. A low overhead
stable power estimate algorithm was used; further details of
the radio model can be found in [8]. Scenarios from the
set studied in [4] were selected and simulated for DSR and
PDSR with different levels of preemptive threshold. More
specifically, we considered scenarios with a set of 35 nodes
in an area of 700 meters by 700 meters. Nodes randomly
pick a location within the simulated area and start moving
towards it. Two mobility scenarios were considered: low
(10 m/sec) and high (20 m/sec).

We considered three types of TCP traffic: (i) telnet: pairs
of nodes simulate telnet sessions where small messages are
exchanged with “human delays” between them. Here, la-
tency is the main performance metric; (ii) ftp: a sender
sends a continuous data stream to a receiver at the maximum
rate possible for the duration of the experiment. In this case,
throughput is the appropriate measure of performance; and
(ii1) http: several http servers and clients are initiated, with
each client generating requests of exponentially distributed
sizes to any of the servers. This case represents a middle
ground between the first two cases.

Figure 3 shows sequence of events that occur when a
path is broken. On this diagram, arrows that do not reach
from one end of the diagram to the other represent dropped
packets (or failed route requests). Note that the send times
shown on the figure represent the TCP send times and not
the actual time that the packet leaves the node. The first
“send” of the packet fails because the route is broken. After
the sender is notified of the path failure it has to wait until
the TCP back-off timer expires; this takes 0.2 seconds in
this case (the initial back-off timer value is twice the con-
servative estimate of RTT as measured by the coarse grain
0.1 second TCP timer). After the timeout, the packet is re-
sent thereby triggering a route request. After the route re-

ply is received, the packet is delivered. In this case, the
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ack also suffers a path failure. The packet is retransmit-
ted 0.4 seconds after the first one (twice the previous back-
off value). Finally, the ack for this retransmission causes
a route discovery, after which the packet is acked. In this
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Figure 3. Effect of TCP Back-off

case, TCP back-off consumed about 0.6 seconds of the total
delay (66%).

FTP Congestion Window vs. Time
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Figure 4. TCP Congestion Window

Figure 4 shows the congestion window size for PDSR
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with and without preemptive maintenance.! As can be seen
in the diagram the congestion window size is, on average,
higher for the preemptive case.

Figures S5 and 6 show the average packet latency in the
telnet scenarios. Baseline DSR is the the left most point
on each plot. The performance of baseline DSR is signif-
icantly lower than PDSR with no preemptive maintenance
(preemptive factor 1.0) due to the bad caching behavior ob-
served in DSR. The preemptive ratio was used as a simu-
lation variable to isolate its effect; in [8], we discuss adap-
tively converging on optimal values for the preemptive ra-
tio. Adding preemptive maintenance further improved the
latency by up to 40%. An interesting observation about the
behavior of baseline DSR is that the latency improved as
the number of senders increased. A possible explanation is
that the cache behavior is improved as nodes listen to traf-

'We chose preemptive ratio 1.0 rather than baseline DSR to eliminate
the effects of stale cache entries observed in DSR thereby isolating the
effect of preemptive maintenance.
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Figure 6. Telnet Latency — High Mobility

fic/route requests from the other paths — this makes their
caches fresher. Thus, the caches benefit from a better sam-
pling of the network state. The throughput was almost iden-
tical in all cases since the offered load is relatively light.
The session latencies for the http scenarios are shown
in Figures 7 and 8. The session latency includes the time
between sending a request and receiving the response. This
time includes whatever processing time is necessary at the
server; this time cannot be improved. The size of the re-
sponse is exponentially distributed (but size is consistent
across compared scenarios). At the optimal preemptive val-
ues, the improvement from preemptive maintenance over
preemptive ratio of 1.0 is significant (around 40% in the best
case). An exception is the case of 5 clients and servers in
high mobility. This case corresponds to a very high network
load, with 25 open paths in this small region. The preemp-
tive overhead starts to significantly interfere with the data
traffic. The behavior of baseline DSR is better than the tel-
net case; this can also be explained by the higher number
of active paths allowing better updates of the cache states
(making DSR’s cache useful vs. PDSR which does not use
any caching). We remark that turning off caching is not
an inherent property of preemptive maintenance; our pre-
emptive AODV extension does not interfere with AODV’s
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caching behavior because AODV maintains significantly
fresher paths than DSR.

The packet latency for the FTP scenarios are shown in
Figure 9. The latency is marginally improved in the one
sender case with preemptive maintenance. The small im-
provement relative to the http and telnet cases can be ex-
plained by the small number of packets affected by the path
disconnects (relative to the very high ftp data traffic). FTP
represents a very high load on the network - a single ftp
connection has been observed to saturate a wireless LAN
in experimental settings [24]. Thus, the higher frequency of
path discovery in PDSR can increase congestion in this high
load scenario. This is especially true as the number of active
ftp connections increases beyond 1. Moreover, we observed
a fairness problem in multiple-sender ftp case which skews
these results; this problem is further addressed later in this
section.

Figure 10 shows the throughput for the FTP scenario.
The multiple-sender fairness problem again distorts the
3-sender case. A small improvement (around 10%) in
throughput is achieved due to preemptive maintenance in
the single sender case.

The overhead is shown in Figure 11 for the high mobility
telnet scenarios. Note that this overhead is not a function of
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the traffic pattern; for a given mobility pattern, PDSR over-
head consumes a constant and low portion of the bandwidth.
The overhead is significantly higher than baseline DSR, but
most of the increase is due to disabling the caching (the
largest increase is seen going from DSR to the no cache
version). Figure 12 shows the “packet jitter” (the standard
deviation of the latency as a percentage of the average la-
tency). Jitter is significantly reduced by PDSR because it
reduces the number of broken paths and the associated de-
lays. :

'Figure 13 shows the sequence numbers of TCP pack-
ets as a function of time for an FIP scenario with three
sender-receiver pairs. There are extensive periods where
some flows are not able to deliver any packets (the lower
two flows on Figure 13) with at least one flow dominat-
ing the bandwidth. While TCP suffers from known fairness
problems (favoring short RTT paths [12]), that alone is not
sufficient to explain the gaps. Further analysis showed that,
during these gaps, the sender does not have a route to the
receiver. Furthermore, the route requests generated were
not successful (no replies are received). This behavior is
illustrated in Figure 14 which shows the events occurring
during a typical inactive period.? Several failed route re-

2 Again, on this diagram, arrows that do not reach from one end of the
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quests can be seen (with successive re-discovery attempts
exponentially backed-off with an upper limit of 20 seconds,
as per DSR). Meanwhile, TCP exponential retransmit back-
off can be seen to be in progress. After examining our sce-
narios, we discovered that the network was not partitioned;
path(s) were available for the blocked send-receive pair(s).
We conjecture that some flows monopolize the bandwidth
and block the route request packets generated by the other
flows. The likely reasons for this unfairness are the MAC
layer effects similar to those observed by Gerla et al (7].
However, their study considered scenarios with no mobility.
Therefore, the large gaps in throughput observed in those
experiments cannot alone explain the failures at the routing
level — when a path was available, no gaps were observed.
We are investigating this issue.

Consistent with observations in [11], the inactivity
periods were observed even in the case of a single
sender/receiver pair for the baseline DSR (Figure 15). In
examining the detailed traces, we noticed that the inactiv-
ity was due to DSR repeatedly switching to paths from the
cache that turn out to be stale. This also caused the TCP

diagram to the other represent dropped packets (or failed route requests).
Also, the send times shown on the figure represent the TCP send times and
not the actual time that the packet leaves the node.
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timer to back-off exponentially, further exacerbating the
problem. As can be observed in Figure 15, once caching
was turned off (PDSR with preemptive ratio 1.0), the inac-
tivity periods were eliminated. This argues for active man-
agement of the cached paths.

5 Discussion and Conclusions

In ad-hoc networks, the topology of the network changes
continuously — new links are established and existing ones
broken as nodes move in and out of range of each other.
Since the cost of detecting and recovering from a discon-
nected path is high, traditional routing protocols are in-
efficient in ad-hoc networks. In addition, the large dis-
connection recovery time may cause TCP to: (i) enter the
lengthier stages of its exponential back-off; (ii) drop its con-
gestion window. Consequently, when a path is eventually
re-discovered, additional delays are incurred until TCP’s
back-off is complete. Furthermore, the TCP “siow start”
causes additional inefficiencies as the window is gradu-
ally re-grown. Recently, we proposed a preemptive rout-
ing scheme where the number of disconnections is substan-
tially reduced. In this paper, we compared the performance
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Figure 15. Single Sender Inactive Period

of TCP using this preemptive scheme (PDSR) to a conven-
tional ad-hoc routing scheme (DSR).

For the telnet scenarios, the latency improved substan- -
tially. However, this might be due to the fact that the num-
ber of disconnections is relatively high with respect to the
number of data packets; thus, the recovery cost is amortized
over this small number favoring the preemptive scheme.
Conversely, in the ftp case, there was no appreciable differ-
ence in latency (and a small improvement in throughput) of
PDSR at optimal preemptive ratio relative to PDSR 1.0 (no
preemptive maintenance). We attribute this to the follow-
ing reasons: (i) For fip, the number of packets transmitted
is very high compared to the number of packets affected by
path breaks. Hence, the effect of the large delays experi-
ence by few delayed packets is lost when averaged over the
large total number of packets; (ii) Preemptive maintenance

~ can add congestion to the network due to the more frequent
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route discoveries; (iii) preemptive maintenance can force
us to accept longer paths (for higher signal quality); path
length has been shown to be inversely proportional to TCP
throughput [11]. '

The http traffic scenarios behave as expected: the per-
formance enhancements are in between those for FTP and



telnet cases. In these scenarios, the communication pat-
tern is all-to-all leading to a much higher number of active
paths and potential congestion/interference. For ftp traffic,
when there are multiple senders and receivers, it was ob-
served that one flow can block others. It was observed that
the route-query requests of the blocked flows were not suc-
cessful, despite the existence of a physical path between the
nodes. This suggests that the fairness issue occurs due to
MAC layer effects: if multiple traffic flows are competing,
fair arbitration of bandwidth is needed to share the network
resources. We are currently investigating this issue.
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